
MATH 458: Introduction to Mathematical Cryptography

Syllabus for Spring 2019

Instructor: Daniel Dugger

Contact Info: 215 Fenton Hall, 346-8402, ddugger@uoregon.edu (also sometimes
available in 205 Fenton Hall inside the main math office)

Office Hours: M 12-1, Tu 2-3, F 3-4, or by appointment.

General information: 4 credits; class meets MWF from 2–2:50pm in Deady 301.
CRN 36696.

Website: http://pages.uoregon.edu/ddugger/ma458.html

Text: Introduction to Mathematical Cryptography, 2nd edition, by Hoffstein, Pipher,
and Silverman. Note that online access to this text is free via the UO libraries.

We will cover roughly Chapters 1, 2, 3.1–3.6, and 6.1–6.6.

Prerequisites: MATH 341. Some programming experience is highly recommended.

Homework: Homework assignments will be be due weekly, on Wednesdays.

Exams: There will be two midterms and a final.

Midterm 1: Friday, April 26, in class.

Midterm 2: Friday, May 24, in class.

Final Exam: Monday, June 10, 2:45–4:45pm, Deady 301.

Topics to be covered:

(1) Chapter 1: Modular arithmetic, the language of rings and fields, finding mul-
tiplicative inverses in Z/n, Fermat’s little theorem, the primitive root theorem
for Fp.

(2) Chapter 2: The basic idea of public key cryptography, Diffie-Hellman key
exchange and the ElGamal cryptosystem. Language for measuring the com-
plexity of algorithms, and lengths of running times. Attempts to break codes
by solving the Discrete Logarithm Problem: brute force attacks, the collision
method, and the Pohlig-Hellman algorithm. The Chinese Remainder Theo-
rem.

(3) Chapter 3: Euler’s formula for powers in Z/(pq), and the RSA cryptosystem.
How to find large primes: the Prime Number Theorem and some Monte Carlo
Methods (e.g., the Miller-Rabin test). Algorithms for factoring large integers:
Pollard’s p− 1 algorithm.
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(4) Chapter 5: Elliptic curves. Smoothness, the point at infinity, the group law.
Using elliptic curves for cryptography. Classification of finite abelian groups.
Integer factorization using elliptic curves (Lenstra’s method).

(5) (If time allows) Quantum computers and cryptography (not in the textbook).
Basics of quantum computers, and using them for secure key exchange. Basics
of the discrete Fourier transform. Shor’s algorithm for factoring integers in
polynomial time.

Course learning outcomes: Students successfully completing this course will be
able to:

(1) Explain the idea of public-key cryptography and the common algorithms used.
(2) Describe the basic issues around finding large prime numbers and factoring large

composite numbers, including various techniques for both. Explain the signifi-
cance of these problems to public-key cryptography.

(3) Define elliptic curves and explain the group law on these curves, both geometri-
cally and formulaically. Explain how elliptic curves are used in certain crypto-
graphic algorithms.

(4) Explain and use basic theorems about arithmetic in the rings Z/n, the theory of
finite abelian group, and elliptic curves.

Weekly homework problems, as well as problems on the midterms and final exam,
will provide students with opportunities to demonstrate the level of their abilities
relative to the above learning outcomes.

Grades: Your final grade will be based on the following percentages:

Homework 30%
Midterm 1 20%
Midterm 2 20%
Final Exam 30%

Anyone who gets at least 90% for their final grade will receive an A, at least 80% will
receive a B, and so forth. It is possible that after examining final grades I will shift
these cutoffs down somewhat, but I will not shift them up.

Learning Environment: The University of Oregon strives for inclusive learn-
ing environments. Please notify me if the instruction or design of this course re-
sults in disability-related barriers to your participation. You are also encouraged
to contact the Accessible Education Center in 360 Oregon Hall at 541-346-1155 or
uoaec@uoregon.edu.

Academic Conduct: The code of student conduct and community standards is at
conduct.uoregon.edu. In this course, it is appropriate to help each other on homework
as long as the work you are submitting is your own and you understand it. It is not
appropriate to help each other on exams, to look at other students’ exams, or to bring
unauthorized material to exams.


